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COMPANIES

ARENõT

READY

Before 2020, we will have seen

a multimillion Euro regulatory
sanction for GDPR noncompliance

On 25 May 2018, less than 

50% of all organizations 
impacted will fully comply

with the GDPR

Source: Gartner, GDPR Clarity: 19 Frequently Asked Questions Answered, November 2017



Tough penalties: fines up to 

4% of annual global revenue 

or û20 million whichever is greater.

The definition of personal data is now

broader and includes identifiers such as

genetic economic socialmental cultural

The regulation also applies to non -

EU companies that process personal 

data of individuals in the EU.

The international transfer of data 

will continue to be governed under 

EU GDPR rules.

Parental consent required for 

the processing of personal data 

of children under age 16.

Users may request a 

copy of personal data 

in a portable format .

Data subjects have the 

right to be forgotten and 

erased from records.

Obtaining consent for processing personal 

data must be clear, and must seek an 

affirmative response.

What it means:

The appointment of a data protection officer

(DPO) will be mandatory for companies 

processing high volumes of personal data, 

and a good practice for others.



TIME IS RUNNING OUT !

DEADLINE: MAY 25, 2018



Companies that violate certain provisions ñsuch as the basic processing principles or the rules 
relating to cross -border data transfers ñmay face fines amounting to four percent of the 
companyõs annual gross revenue, and up to two percent for violations such as failing to meet 
the breach notification rule. 

Fines

EU GDPR MANDATES

A òright to erasureó, also known as the òright to be forgotten,ó gives a data subject the right to 
order a data controller/organization to erase any of their personal data in certain situations.  
Data controllers will be required to erase personal data òwithout undue delayó when the data 
is no longer necessary in relation to the purposes for which it was gathered or processed.

Right to be
Forgotten

A single data breach notification requirement is applicable across the EU. The rule requires 
data controllers to notify the appropriate supervisory authority of a personal data breach 
within 72 hours of learning about it.

Breach
Notification

Companies whose òcore activitiesó involve large-scale processing of òspecial categoriesó of 
data ñinformation that reveals racial or ethnic origin, political opinions, religious or 
philosophical beliefs, genetic data, biometric data, health or sexual orientation ñneed to 
designate a data protection officer. Companies who collect some of this information strictly 
for internal human resources purposes may also be subject to this requirement.

Data Protection
Officer (DPO)



Ask Yourself:

HOW PREPARED ARE YOU FOR 

THE MAY 25 DEADLINE?

a) Very prepared

b) Somewhat prepared

c) Not at all prepared

d) Unsure



WHAT CAN 

WE DO?



PEOPLE

Adhere to regulation -specific staffing 
requirements, such as GDPRõs DPO, 
and NYõs CISO (drives accountability)

Education & awareness

Changing behaviors around 
the collection and use of data

Establishing appropriate consent controls

Ensure suitable technical (security 
analysts, IR team) & non -technical 

(business leadership, legal, PR) staff is 
in place and is trained appropriately

PROCESS

Perform risk assessment (utilizing 
framework like NIST, ISO, etc.)

Identify and manage collection 
of sensitive data

Set processing/dissemination rules

Ensure means to address inquiries and 
adhere to 72 -hour notification reqõs

Establish data lifecycle management 
(inventory, classify, track the movement 

of, and disposal of, data)

Set IR processes (preparation, detection/ 
reporting, triage/analysis, containment/ 
neutralization and post -incident activity)

Develop third -party risk program

TECHNOLOGY

Visibility (identify data and its 
location: endpoint, DB/shares, 
cloud, structured/unstructured)

Analytics (when, where, 
and how data is moving)

Data protection tools (discovery, 
classification, DLP, encryption, 

IAM, CASB, and gateway controls) 

Detection tools (IDS/IPS, NGFW, UEBA) 

Containment tools: Endpoint Detection 
and Response, and Forensics tools

Third-party risk and security scoring tools



SHORT -TERM 



ONE

APPOINT A DPO 

A data protection officer (DPO) is 

an enterprise security leadership 

role required by the General Data 

Protection Regulation (GDPR). Data 

protection officers are responsible for 

overseeing data protection strategy 

and implementation to ensure 

compliance with GDPR requirements.


